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25X1 MEMORANDUM FOR: | |

DDA Representative to E.O0. 12065
Markings Task Force
25X1 FROM: | |
OL Markings Task Force Representative
SUBJECT: Markings Requirements fbr Office of Logistics (AIUO)
REFERENCE: Memo dtd 25 Aug 78 tol | DDA 25X1
Rep/OL fm | | Same subj. 25X1
1. (U) Through discussions with Logistics Divisions

and Staffs, I find that classifications and/or controls OL

is presently using are in adherence to existing regulatory
procedures. In the following paragraphs I have mentioned
specific items that reflect OL requirements, as effected

by Executive Order 12065. I have also included several
questions pertaining to forms classification that should be
resolved by the Markings Task Force prior to the implementation
of new markings on 1 December 1978.

2. (U) As a result of the review of Logistics forms,
and in concurrence with cognizant offices, I am preparing
necessary paperwork to delete certain forms and change or
remove some classifications. In addition, due to lack of
space, several of our forms will restrict placement of the
new classification markings directly at the bottom or top of
the form. However, there is sufficient area in the body of
each form to place these markings. Please advise me if, under
the new policy, this placement is not appropriate.

25X1
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Subject: Markings Requirements for Office of Logistics (ATUO)

3. (8) For your information, the following Logistics
forms will retain their present classification because content
would contain sensitive information:

a. Form 794 - Vehicle status (remain SECRET) - *évgd
This form contains Agency vehicle characteristics, VC&& ,
vehicle location; | |
stations, license and body numbers, names oI case |
officers in either true or pseudonym, and, if N
applicable, project names or cryptonyms. s

4

A~ 25X1

b. Form 2109 - Monthly Supply Operations
Report (remain CONFIDENTIAL WHEN FILLED IN) - When
completed this document contains the amount of
square feet of various types of ordnance materiel
|stored in certain buildings, at the Logistics[______ ] 25X1
25X1 |

25X1

d. Form 3953 - Resource Allocation Sheet (remain
CONFIDENTIAL) - This form is preprinted with all
_organizational functions including the Intelligence
Community Staff.

1 4. (AIUO) The below listed forms are preprinted with a
_ i caution requiring secure storage in the field. While these
4&wﬂﬂ{i forms are not classified, they are peculiar to the Agency and
'gf issued to] ] I believe for 25X1
.8 this reason the DDO requested they be controlled in this

:, ' manner. I will therefore, need a reading on whether this
Mg § _marking should or can remain on these forms before any action
. on my part to remove or change this control marking.

a. TForm 88 - Requisition for Materiel and/or Services
b. TForm 1330 - All Purpose Property Transaction Record
c Form 1331 - Materiel Record Card

Catalst ol b o

i d
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Subject: Markings Requirements for Office of Logistics (AIUO)

5. (C) We have re-evaluated the classification of the
forms noted below, but require that each be classified with
internal control markings if the present "ADMINISTRATIVE
INTERNAL USE ONLY" (AIUO) marking is repealed. T will,
therefore, require a reading on this subject from the
Markings Task Force:

a. Form 3540 - Competitive Evaluation &,r'
Criteria (AIUO)

e

b. Form 3540a - Competitive Evaluation
Criteria (AIUO)

c. Form 3848 - Project Pace Registration |
Form (CONFIDENTIAL)

d. TForm 2216 - Procurement Order for MIL or
FEDSTRIP (FOR OFFICIAL USE ONLY). ~y

6. (U) Lastly, OL generates a number of classified
computer reports annually. All reports are received from the
computer with the classification printed both top and bottom
of each page. I have discussed, with our Systems Analysis
Branch, the feasibility of programming the declassification
markings data into each scheduled report, including individual
queries, so that this information would then be automatically
printed on each page at the time the report is run. Before
we can undertake this reprogramming however, I will require
the declassification markings format, when available.

7. (U) Please let me know if additional information or
clarification is required. I can be contacted at 3G31[ ]  25X1
Building, extension| |

25X1

4
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IDENTIFICATION AND MARKINGS

A1l national security information classified by the Agency shall be
identified as to the authority for its classification, and the
level and duration thereof.

OVERALL AND PAGE MARKINGS

(1) The highest classification level of information contained
within a document shall be typed or stamped at the top and
bottom of the outside front cover (if any), on the title page
(if any), on the first page, and on the outside «f the back
cover (if any). Each interior page shall be typed or stamped
at the top and bottom either according to the highest classi-
fication of the content of the page, including the designation
"Unclassified' when appropriate, or according to the overall
classification of the document. o

uxﬁ RS be oo b &L*tkﬁz:

(}) Only the<dlesignations Top-Secret, QPCTGL, or_gpgfid&ntldl mdy(/yu‘-;
be used to 1dent1fy classified information. [ Markings such as
"For Official Use Only" and '"Limited Official Usc! nay nol be

72 used in conjunction with classification designations, e.g

L 4

CLASSIFICATION AUTHORITY AND DURATION MARKINGS

f
(1) Originally Classified Documents. In addition to the overall
document classification, the following shall be shown on the
face of paper copies of originally classified documents at the
time of origin:

(a) 'The date and office of origin.

(b) 'The identity of the classifier.

(c} The date or event for declassification or review.

(d) If the document is classified for more than six years:w

(1) The identity of the Top Secret classifier who autho-
rized the prolonged classification.

(2) The reason the classification is expected to remain
necessary despite the passage of time.

Approved For Release 2006/04/19 : CIA-RDP86-00674R000300080027-0
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The following marking should be applied to
the lower right corner on the face of each
originally classified document to identify
the information specified in b. through d.
above. :

1
[y BESL Ry oN S
EXT BYD 6 YRS BY >

REASON

= S i '+

1/ Insert the authorized classifier's em-
ployee number or other identifier approved
by the Agency Security Classification
Officer. If the classifier does not have
the requisite classification authority but
is officially acting in the absence of an
official who does have such authority,
insert the classifier's employee number
followed by the position mumber of the
absent official, e.g., 012345 for PG12.

2/ Check the appropriate box to indicate
whether the document is to bey automatically
declassified or reviewed for declassifica-
tion and insert the specific date (day,
month, year) or event for such action to
occur, e.g., 01LJANO6. :

3/ If the date or event for declassifica- -
tion or review exceeds six years from the
date of the document, insert the cmployee -
number or other identifier approved by the
Agency Security Classification Officer of
the Top Secret classifier who is autho-
rizing the extended classification--even

if this is the same identifier inserted in

1.

4/ Cite the applicable subparagraph from
paragraph 10d of this regulation which ex-
plains the reason classification is expected
to remain necessary for the extended

period.

Approved For Release 2006/04/19 : CIA-RDP86-00674R000300080Q27-0
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(2) Derivatively Classified Documents. In addition to the overall

document classification, the following shall be shown on the

face of paper copies of derivatively classified documents at
the time of origin:

(2)
(b)

©

(@)

The date and office of origin.
The identity of the derivative classifier.
The source from which the classification is derived.

The date or event for declassification or review, carried
forward from the classification source.

EXAMPLE: The following marking should be applied to
the lower right corner on the face of each
derivatively classified document to identify
the information specified in b. through d.
above.

Esmsrscr e Y
oEst prsvwon. 2/

BEANED FR0M ... 3/

I

g/ Insert the derivative classifier's em-
ployee number or other identifier approved
by the Agency Security Classification
Officer, .

2/ Insert the date (day, month, year) or
event for automatic declassification or
review for declassification carried for-
ward from the classification source, c.g.,
01JAN96. If the classification is derived
from more than one source, insert the
latest date or event. (See paragraph
of this regulation for further instruc-
tions on declassification dates for deriva-
tively classified information.)

Approved For Release 2006/04/19 : CIA-RDP86-00674R000300080027-0

STAT



RECORRS fH30e HFRNERBY4E6H06/04/19 : CIA-RDP86-00674R00030008002H

™oy ot % -
DRATY TOp7

-

3/ Cite the source document or the clas-
sification guide (by guide and item num-
ber) from which classification is derived,
e.g., Memo from AB to D/CD dated 1 Jan.
78, Subj: Class Markings; (Guide Number)
C9b3.2. If classification is derived from
more than one source, insert "multiple'.
In this case, the identification of each
source must be shown on the originator's
file copy of the document.

AUTOMATIC DOWNGRADING MARKING

If automatic downgrading is appropriate and can be predetérmined,
or is prescribed by a classification guide or source document, the
following marking will be stamped or typed on the face of classi-
fied documents in addition to the classification authority and

duration marking.

"Downgrade to

on 144

i
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d.  PORTION MARKING

(%)

(3)

(4)

Each classified document shall indicate which paragraphs or
other portions, including subjects and titles, are classified
and which are unclassified. The intent is to elininate un-
certainty as to which portions of a docunent contain informma.
tion that must be protected, and to facilitate excerpting ard
declassification review. The symbol, TSy for Top Szcret,
*¥(S)¥ for Secret, *(C)¥ for Confidentinl, or (1% for Un-

- - - - - ’ - . - 4 - - -f -
classified, will be placed immediatcly followirg the portino
of text to which it applies. Non-textual portisns of a doc.-

. Pp I
ment--such as photographs, graphs, charts, and paps--will be
P s 3 v Y - 3
matked™in a readily discernible manmer, as will thelir cap-
tions. If the name of the signer of a dociment is classified,
the typed name will be followed by the appropriste classitica
Y pprop
tion symbol.
Subjects and titles should be selected so as “QF ta renuirs
classification. When a classified subgect_or t%t?@ miist be
used, a short title or other unclassificd identifier should
be assigned to facilitate receipting and reference. [f a
short title is assigned, it will consist of the first letter
of each word in éhe subject or title and appear in parentheses
immediately preceding the classificaticr marking. For exampie:

Subject: This is a Confidential Subject {I1-1-A-C-S} (C)

If individual portion marking is imprac icabla: the documer
must contain a description sufficicnr to identify the infer-
mation that is classified and the level of such classifica-
tion. This may be done by including : statement as the last
paragraph of the document or as a foutnote or postscrint,
e.g., ""Paragraphs 1, 2, and 4 are Secret, all others Unclas-
sified". If all portions of a document are classified at the
same level, this may be indicated either by marking each
portion or by including a statement to this effect, e.g., "All

paragraphs above are Confidential™.

Walvers from the portion marking requivenent may he granted'
only by the Director of the Information Security Oversight
Office. Requests for waivers from Agency components must he
submitted to ISAS/RAB for approval by , and
forwarding to ISO0. Such requests must Tielgles ™

(a) identification of the information or classes of document::
for which such waiver is sought;

Approved For Release 2006/04/19 : CIA-RDP86-00674R000300680Q2?-Q
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(b) a detailed explanation of why the waiver should be
granted;

(c) the office's best judgement as to the anticipated dis-
: semination of the information of class of documents for
which waiver is sought; and

(d) the extent to which the information subject to the

walver may form a basis for classification of other
documents.

Approved For Release 2006/04/19 : CIA-RDP86-00674R000300080027-0
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e. ADDITIONAL MARKINGS

1)

(2)

Restricted Data or Formerly Restricted Data

Classified information containing Restricted Data or Formerly
Restricted Data as defined in the Atomic Energy Act of 1954,
as amended, shall be marked as prescribed by the Department of
Energy.

Intelligence Sources and Methods Information

Classified information involving intelligence sources or
methods will be prominently marked:

"Myarning Notice - Intelligence Sources and Methods Involved

(3)

(4)

This marking may be abbreviated 'WNINTEL" in electrical com-
munications, in data processing systems, and for reference
purposes.

Foreign Government Information

To assure that foreign govermment information receives the
proper degree of protection, documents containing such data
should be marked on their face:

"(ontains Foreign Govermment Information'

This marking may be abbreviated "FGI' in electrical communi-
cations, in data prccessing system, for reference purposes,
and for portion (paragraph) marking. For portion marking,
"EFGI'" will follow tre classification marking, i.e., (C/FGI),
(S/EGI), or (TS/FGI). If the portion marking "FGI" is used,
the document need not be marked with the "'Contains Foreign
Government Information'' marking. Where the fact of foreign
origin is so sensitive that it must be concealed from normal
recipgnts of the document, the foreign government information
markings should not be used and the document should be marked
as if it were wholly of U.S. origin--including a duration of
classification not to exceed 20 years. In this case, the
originator's file copy must indicate the proper duration of
classification.

Dissemination and Reproduction Notice

For classified information which the originator has determined
is subject to special dissemination and reproduction controls,

a statement placing the user on notice of the restrictions

shall be included in the text of the document or on its face,
e.g., "Reproduction requires approval of originator® or "Further

Approved For Release 2006/04/19 : CIA-RDP86-00674R000300080027-0
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dissemination only as directed by (insert appropriate office or
official)". This form of control should be limited to information
that is so sensitive that other means of control would not offer
sufficient protection to the information. Offices receiving autho-
rization to reproduce paper copies of such documents must maintain
records showing the number and distribution of reproduced copies.

"
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MARKING TRANSMITTAL DOCUMENTS

A transmittal document which is unclassified or classified at a
lower level than the information transmitted by it shall indicate
both its own classification and the highest classification of the
information transmitted. Type or stamp at the top and bottom of
each page of the transmittal document the highest classification
designation of the transmitted information. At the lower right
corner on its face, type or stamp:

"Unclassified when Detached from Enclosure'
or
""(Classification) When Detached from Enclosure'

In the case where the transmittal document is itself unclassified,
no classification authority and duration marking should appear.

Approved For Release 2006/04/19 : CIA-RDP86-00674R000300080027-0
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g.  MARKING FORMS

(1) Only the specific classification markicas timat aoply to each
-. copy of a form may appear thereon. "Check so:es” to select
from preprinted alternative classifications ma:- not be used.
Preprinted annotations such as "Secret when fitised in" nmay
not be used unless approved in each case by the Agency
Security Classification Officer, ISAS/DDA.

(2) A1l classified forms must indicate the classification authori-
ty "2nd duration information specified i paragraph b. above.
To conserve space, the abbreviations in paragraph h. below
(Mark;gg Electrically Transmitted Documeuts) may also be used
on foris.: Where possible, these markirgs should be placed in
the lower right corner of the formn. The c¢lassification of the
majority of forms will be derived from classification guides.
Thus, on most forms, the preprinted "Classification Authority
and Duration Line'" (CDL) would contain the following deriva-
tive classification markings:

(a) DCL or RW ~ (either the date (day, wonth,
year) or event thz form will be avtonatically declassi
fied or the date or event the form will be vteviewed for
declassification as determined froa the classificatian
guide or source document, e.g., 0LL2i36.)

(b} DRV - (identity of tac sourcy from which the
classification and its duration is derived, .0y, the
classification guide and item mmber, the identity of ti-
source document, or the word "Multiple™ if there is morc
than one source,)

(c) BY - (derivative classifier's emplovee
number or other identifier approved hy the Agency Secursi -
ty Classification Officer.)

A preprinted CDL on a form will normally appear, then, as:

[IocL [ rvw DRY BY ’

OR

O ocL ] rvw

| «--DRV BY

Approved For Release 2006/04/19 : CIA-RDP86-00674R000300080027-0
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(NOTE: The CDL must also identify the classifier‘s office
and the date the classification action took place if it is not
readily evident from the content of the form.)

(3) On forms in which the preprinted information is itself classi-
fied, the appropriate classification level, authority, and
duration will be prescribed by the originator at the time the
form is developed.

(4) Existiag stocks of forms may be used until depleted, or
until 1 December 1979, whichever is socner. During this
period, .the preprinted marking IMPDET will equate to

» "Review on (date 20 years after date form is fitled in})".

| Anyone filling in a form that contains preprinted

‘ classification markings must line through any markings
that do not apply to the completed form. When forms are
reprinted, overprinted, or revised for any reasan, they
must be changed to comply fully with Lhe prescribed
marking requirements.

Approved For Release 2006/04/19 : CIA-RDP86-00674R000300080027-0
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h.  MARKING ELECTRICALLY TRANSMITTED DOCUMENTS

(1) To facilitate the efficient use of electronic transmission
systems, abbreviations will be used within the message
text to indicate the classification authority and duration
(see paragraph b. above). These abbreviations, as
listed below, will normally be entered as the last line 'y
or paragraph of the text as the "Classificatidh Authority
and Duration Line" (CDL). (Examples of the use of the
abbreviations follow in paragraph h.(2)).

(a) RVW - review for declassification on (date or ecvent:
document will be reviewed for declassificatiomn.)

(b) DCL - declassified on (date or event document will
be automatically declassified.)

(c) DRV - derived from (identity of the source from
which the classification and its duration is derived,
i.e., the classification guide and item rumber, the
identity of the source document, or the word MULTY-
PLE".)

(d) BY - derivative classification determined BY (derivative
classifier's employee number or other identifier
approved by the Agency Security Classificaticp
Officer.)

(e) ORG - original classification authority is exercised
by (authorized classifier's employee number or other
identifier approved by the Agency Security Classification
Officer.) . .

(f) EXT - extension of classification beyond 6 years by
(employee number or other identifier approved by the
Agency Security Classification Officer of the Top
Secret classifier who is authorizing the extended .
classification. Used only when original classification
authority is exercised and the date for automatic
declassification or review for declassification
exceeds six years.)

(g) RSN - reason for extension of classification (used
only when original classification authority is
exercised and the date for automatic declassification
or review for declassification exceeds six years.)

Approved For Release 2006/04/19 : CIA-RDP86-00674R000300080027-0
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(h) DNG - downgraded on (date or event when the document
will be automatically downgraded. Determined either
by the classification guide or, when original
classification authority is exercised, by the classi-
fier.)

(i) OFF - office originating the message (used only when
the office of origin will not otherwise be evident
from the transmitted message.)

(2) To demonstrate the use of the above abbreviations in the
CDL, assume that today's date is 01 January 1981, that
the classifier's employee number is 011111, and that: 4

(a) classification guide "COb3.2" states that the infor-
mation in the message will be reviewed for declassi-
fication in 20 years.

RVW 01JANO1 DRV C9B3.2 BY 01111l

(b) classification guide '"B8a2.1" states that the infor-
mation in the message will be automatically declassi-
fied in 15 years.

DCL 01JAN96 DRV B8AZ.1 BY 011111

(c) original classification authority is exercised and
the date for review for declassification is more than
six years (in this example, 20 years).

RVW 01JANO1 ORG 011111 EXT 022222 RSN o
(d) original classification authority is exercised and
the date for automatic declassification is more than
six years (in this example, 15 years).

DCL 01JANS6 ORG 011111 EXT 02222Z RSN

e e e, - s

b4

(e) original classification authority is exercised and
the date for review for declassi?icatiqg'is less than.
six years (in this example, five yYears).

RVW 01JAN86 ORG 011111

Approved For Release 2006/04/19 : CIA-RDP86-00674R000300080027-0
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(£) original classification authority is exercised and
the date for automatic declassification is less than

six years (in this example, five years).
DCL 01JAN86 ORG 011111

(NOTE: Field originated electrically transmitted
documents need not include the "'BY", "ORG' or "EXT"

items if the Chief of Station/Base is the classi-
fier.)

(3) As with other classified documents, electrically trans-

G

mitted documents must be portion (paragraph) marked (see
paragraph d above). If all portions of the message are
classified at the same level, this may be indicated
either by marking each portion or by inserting the appro-
priate classification level following the CDL. For
example, if all portions of the document in paragraph
h(2)(a) above were classified Confidential, the portion
marking requirement would be satisficd by:

RVW 01JANOI DRV C9B3.2 BY 011111 ALL CONFIDENTIAL

Where required, additional markings such as WNINTEL and
FGI will be entered in the next line after the addres-

see/addressor lines (see paragraph e above) . ;
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MARKING MATERIAL OTHER THAN DOCUMENTS

The classification and associated markings on material other than
documents shall be placed by conspicuocusly stamping, tagging, or
other means. If the material cannot be marked, written notifica-

tion of the security classification and associated markings must
be furnished to any recipients of the material.
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THE WHITE HOUSE

WASHINGTON

Septemker 29, 18973

MEMORANDUM FOR:

Dr. James B. Rhoads

Acting Chairman
Interagency Classification
Review Committee

SUBJECT: Implementing Directive for
Executive Order 12065 con
National Security Information

The draft implementing directive for Executive Order 1206
on National Security Information and the comments of the
ICRC, submitted with your letter of September 19, 1978,
have been reviewed, and further revisions have been made.
The attached directive, as revised, is approved for
issuance and publication.

XA %

Zbigniew Brzezinski

Enclosure

Approved For Release 2006/04/19 : CIA-RDP86-00674R000300080027-0
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INFORMATION SECURITY OVERSIGHT OFFICE

DIRECTIVE No. 1
CONCERNING
NATTIONAL SECURITY INFORMATION

This Directive is issued pursuant to the provisions of Section

6-204 of Executive Order 12068.
is to assist

and users of

in the implems-tation of Executive Order 12065,

the Directivse sn21l refer concurrently to the

Executive Order for gaidzncs.
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I. ORIZTL CLASSIFICATION

A, Definition. "Original ciassification" as used in the Order
means an initial determination that iﬁformation reguires

protection against wnauthorized disclosure in the interest of
national security, and a designation of the level of classification.

(l)ﬁ

B, Classification Authority. In the absence of an authorized

classifier, anyone designated to act in that person's absence

may exercise the classifier's authority. (1-204)

sParenthetical references are to related Sections of Executive Order
12065.
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C. Request for Classification Authority. Requests for original

ci.assification authority for agencies not listed in Section 1-2
of the Order shall be submitted to the President through the
Information Security Oversight Office. lﬁequests shall include:
(1) the designation of the officials for whom or positions for
which authority is sought, (2) the level of authority requested,
and (3) the justification‘ for éuch :r*équests, includiné a
description of the type of information that is anticipated to

require original classification. (1-2)

D. Record Requirements. Agencies and officials granted original

classification authority pursuant to Section 1-2 of the Order

shall maint=in a cwrrent 1isting, by classification designation,

of individuals to whom or posizions to which original classification

authority has been delegzz=i. (1-2)

-

E. Classification Procedurs. Except as provided in Section

1-303 of the Ordesr, the fact that the information concerns one
or more of the qualifying criteria or categories of information
shall not create any presumption as to whether the information

meets the damage tests. (1-302 and 1-303)

F. Foreign Govermment Information.

1. Identification. "Foreign govermment information" is:

a. Information provided to the United States by a foreign

government or intermational organization of governmenis in the

Approved For Release 2006/04/19 : CIA-RDP86-00674R000300080027-0
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expectation, express or implied, that the information is to be
kept in confidencej or

b. Information produced by the United States pursuant to
a written joint arrangement with a foreign government or
international organization of govermments requiring that either
. the information or the arrangement, or both, be kept in confidence.
Such a written joint arrangement may be evidenced by an exchangs
of letters, a memorandum of understanding, or other written

record. (1-303 and 6-103)

2. Duration of Classifica=ion. Unless the guidelines developed

pursuant to Section 3-40L of the Order or other guidelines
prescribs cates or events for declassification or for r.view
for declzssification:

a. Foreign govermment information shall not be assigned a
date or event for automatic declassification unless such is
specified or agreed to by the foreign government or international
organization of governments.

b. Foreign goverrment information classified after the
effective date of the Order shall be assigned a date for review
for declassification up to thirty years from the time the

information was classified or acquired. (1-402 and 3-u04)

G. Standard Identification and Markings. At the time of

original classification, the following shall be shown on the

Approved For Release 2006/04/19 : CIA-RDP86-00674R000300080027-0
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face of paper copies of all classified documents:

1. Identity of Classifier. The identity of the classifier,

unless also the signer or approver of the document, shall be
shown on a "classified by" line; e.g., "Classified by John Doe"
or "Classified by Director, XX." (1-501(a))

2. Date of Classification and Office of Origin. The date and

office of origin on a document at the time of its origination
may be considered the date of classification and identification

of the office of origin. (1-501(b))

3. Date or Event for Decl=ssification or Review. The date for

automatic dsclassificsticn or for declassification review shall
be shown on a "declassify o= or a "review for declassification

on" line; e.g., '"Declassiiy on 1 November 1984," "Declassify

on completion of state visit," or "Review for declassification

on 1 Noverdar 19398." (1-531(c))

4. Downgrading Markings. When it is determined (e.g., in a

classification guide) that a classified document should be
downmraded automatically at a certain date or upon a certain
event, that date or event shall be recorded on the face of the

document; e.g., "Downgraded to Secret on 1 November 1990" or

"Downgraded to Confidential on 1 December 1985." (1-5)

Approved For Release 2006/04/19 : CIA-RDP86-00674R000300080027-0
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5. Identity of Extension Authority. The identity of the

official who authorizes a date for declassification or for
review for declassification that is more than six years beyond
the date of the document's classi_fication- shall be shown on
the document, unless that official also is the classifier,
signer, or approver of the document. This marking shall be

shown substantially as follows: "Extended by (Insert name or

title of position of agency head or Top Secret classification

authority)." (1-502)

6. Reason for Extension. wnen classification is extended

beyond six years, the reascn shall be stated on the documnent
either in narrative form or by reference to an agency regulation
that states the reasen for extension in nmarrative form. The
reason shall be shown substantially as follows: "Reason for

extension: (State reason or applicable reference).” (2-502)

7. Overall and Page Marking of Documents. The overall

classification of a document shall be marked, stampesd, or
affixed permanently at the top and bottom of the outside of
the front cover (if any), on the title page (if any), on the
first page, and on the outsidé.of the back cover (if any).
Each interior page of a classified document shall be mariked
or stamped at the top and bottom either according to the

highest classification of the content of the page, including

Approved For Release 2006/04/19 : CIA-RDP86-00674R000300080027-0
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the designation "Unclassified" when appropriate, or according
to the highest overall classification of the document. In
any case, the classification marking of the page shall not
supersede the classification marking of portions of the page
marked with lower levels of classification. (1-~501(d))

8. Subjects and Titles. Whenever practicable, subjects and

titles shall be selected so as not to require classification.
When the subject or title is classified, an unclassified
identifier may be assigned to facilitate receipting and

reference. (1-5)

9, Mandatory Portion Meriing, Classifiers shall identify the .

‘.5-

level of classificatisn of =z2h classified portion of a document
(including subjects and tiztizs), and those portions that are

not classified. Portion mavking shall be accorplished by placing
a parenthetical designator irmediately preceding or following

the text that it governs. The symbols "(TS)" for Top Secret,
"(S)" for Secret, "(C)" for Confidential, and "(U)" for
Uriclassified shall be used for this purpose. If individual
portion marking is impracticable, the document shall contain

a description sufficient to i;ientify the information that is
classified and the level of such classification. A waiver of

the portion marking requirement may be granted by the Director of

the Information Security Oversight Office. Requests for such

Approved For Release 2006/04/19 : CIA-RDP86-00674R000300080027-0
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waivers shall be made by the head of an agency or designee to

the Director and shall include: (a) identification of the
information or classes of documents for which such waiver is

sought, (b) a detailed explanation of why the waiver should be
granted, (c) the agency's best judgment as to the anticipated
dissemination of the information or class of documents for

which waiver is sought, and (dj the éxtent to which tl-'ze

information subject to the waiver may form a basis for classification

of other documents. (1-504%)

10. Material other than Documents. The classification and

associzted markings prescribed by this Directive for documents
shall, whers practicable, b= affixed to material other than
documents by stamping, tazzing, or other means. If this is not
practicable, recipients shzlil be made aware-of the classification
and associated markings by notification or other means as

prescribed by the agency. (1-5)

11. Transmittal Documents. A transmittal document shall

indicate on its face the highest classification of the information
transmitted by it and the classification, if any, of the
transmittal document. For ekar.rrple, an unclassified trensrmittal
document should bear a .notation substantially as follows:

YUNCLASSIFIED WHEN CLASSIFIED ENCLOSURE IS DETA S (1-5)

Approved For Release 2006/04/19 : CIA-RDP86-00674R000300080027-0
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12. Marking Foreign Goverrment Information.
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classified by a fore:.gn governnen‘t or an J.ntematz.onal organ—
ization of govermments shall, if the foreign classification

is not in English, be marka2d with the equivalent United States

classificzzion. Foreign gorermment information not classified
by a foreizn govarmment cr zn imtermational organization of
. govermmenTs but providsd <= The United States in confidesnce

by a foreign government or o, an internationzl organization
of govermments shall be classified at an appropriate leval and
'shall be marked with the United States classification accordingly.

(1-5)

H. Additional Markings Required. In additicn to the marking

requirements in paragraph G, the following markings shall, as
appropriate, be displayed pmx'm:nently on classified information.
When display of these additional markings is not practicable,
their applicability to the information shall b2 included in the

written notification of the assigned classification. (1-5)

Approved For Release 2006/04/19 : CIA-RDP86-00674R000300080027-0
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1. Restricted Data or Formerly Restricted Data. For classified

information containing Restricted Data or Formerly Restricted

Data as defined in the Atomic Energy Act of 1954, as amended,

such markings as may be prescribed by the Department of Energy
in regulations issued pursuant to the Act shall be applied.

2. Intelligence Sources and Methods Information. For classified

information involving intelligence sources or methods:
"WARNING NOTICE - INTELLIGENCE SOURCES AND METHODS
INVOLVED"

3. Dissemination and Remrocduction Notice. For classified

information that the originz<tcr has determined, pursuant to
Section 1-306 of ths Crdar, should be subject to spacial
dissemination or reproducticn 1imifations, or both, a statement
placing the user on notice of the restrictions shall be included
in the text of the document or on its cover sheet; e.g.,
"Reproduction requires approval of originator," or "rurther

dissemination only as directed by (Insert appropriate office

or official)." (1-5086)

I. Abbreviations. Classified .documents that are transmitted

electrically may be marked with abbreviations or codss in a
single line to satisfy the requirements of each subsection of

paragraphs G and H in a manner consistent with economic and

Approved For Release 2006/04/19 : CIA-RDP86-00674R000300080027-0
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efficient use of electrical transmission systems, provided that
the full text represented by each such abbreviation or code and
its relation to each subsection of paragraphs G and H is readily

available to each expected user of the classified documents
affected.

II. TERIVATIVE CLASSIFICATION

A. Definition. '"Derivativs classification" as used in the
Order means a determination that information is in substance
the same as informaticon that is currently classifiled, and a

designaticn of the level of classification. (2-1)

B. Responsibility. Derivative application of classification
markings is a responsiniliTy of those who incorporate, para-

phrase, rastate, or genersze in new form information that is
already classified, and of those who apply markings in accordance
with instructions from an authorized classifier or in accordance
with an authorized classification guide. Persons who apply
derivative classification markings should take care to determine
vihether their paraphrasing, restating, or summarizing of
classified information has removed the basis for classification,
Vhere checks with originators or other appropriate ingquiries

show that no classification or a lower classification than
originally assigned is appropriate, the derivative document

chall be issued as unclassified or shall be marked appropriately.

(2ApProeed FhriR@lkase 2006/04/19 : CIA-RDP86-00674R000300080027-0
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C. Marking Derivatively Classified Documents. Paper copies

of derivatively classified documents shall be marked at the

time of origination as follows:

1. The classification authority shall be shown on a "classified

by" line; e.g., "Classified by (Insert identity of classification

guide)" . or "Classified bj (Insért source of original classifi-

cation)." If the classification is derived from more than one

source, the single phrase "multiple sources" may be shown,
provided that identification of each such source is maintained

with the file or reccrd copy of the document; (2-102(c))

2. The identity of ths offize originating the derivatively
classifizi documen=t shzlt =2 zhown on the face of the document;

(2-102)

3. Dates or events for declassificafion or review shall bs
carried forward from the source material or classification
guide and shown on a "declassify on" or "review for declassi-
fication on" line. If the classification is derived from more
than one source, the latest date for declassification or review
applicable to the various source materials shall be applied to

the new information; (2-102(c))

4, The classification marking provisions of Sectio:.. I.G. 7
through 9 and I.G. 12 are also applicable to derivatively

classified documents; (2-102(c))
Approved For Release 2006/04/19 : CIA-RDP86-00674R000300080027-0
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5. Any additional marking under Section I.H. of this Directive
appearing on the source material shall be carried forward to

the new material when appropriate; (2-102(c)) and

6. Any abbreviation or code permitted under Section I. I. of

this Directive may be applied to derivatively classified documents.

D. C(Qlassification Guides.

1. Requirements. Classification guides issued pursuant to
q “

Saction 2-2 of the Order shali:

a. Icamtify the infzrmation to be protected, using

categorize~icn to the ext=nt necessary to ensure that the
inforraticr involvad cam b= idantified readily and uniformily;
(2-201)

b. State which of ths classification designstions (i.e.,
Top Secret, Secret, or Confidential) applies to the information;
(2-201)

c. State the duraticn of classification in terms of a
period of time or future event. Wnen such duration is to excead
six years, the reason for such extension shall be provided in
the guide. However, if the inclusion of classified reasors
would result in a level of classification for a guide that
would inhibit its desirable and required dissemination, those
reasons need be recorded only on or with the record copy of

the guide; (2-201) and
Approved For Release 2006/04/19 : CIA-RDP86-00674R000300080027-0
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d. Indicate how the designations, time limits, markings,
and other requirements of the Order and this Directive are to
be applied, or make specific reference to agency regulations

that provide for such application. (2-201)

2. Review and Record Requirements. Each classification guide

shall be kept current and shall be reviewed at least once evary
two years. Each agency shall maintain a list of all its

classification guides in cwrent use. (2-2)
III. DECLASSIrICATION AND DOWIGRADING

A. Record Requirements. Azencies and officials granted original

classifizz+ion authoris, movsuant to Section 1-2 of the Order shall
maintain a record of IndiviZizis or positions designated as

declassification authoritiss pursuant.to Section 3-103 of the

Order. (3-103)

B. Declassification Policy. In making determinations undsr

Section 3-303 of tho Order, officials shall respect the intent
of the Order to protect foreign govermment information and

confidential foreign sources. -(3-303)

C. Systematic Review for Declassificatior.

1. Systematic Peview Guidelines.

a. U.S. Originated Information. Systematic review

-guidelines shall be kept current through review at least every

Approved For Release 2006/04/19 : CIA-RDP86-00674R000300080027-0
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the Archivist of the United States. (3-402)

b. Foreign Government Information. Within one year

after the effective date of the Order, heads of affected agencies
shall, in consultation with the Archivist and in accordance

with the provisions of Section 3-40u4 of the Order, develop
systematic review guidelines for thirty-year old foreign

government information. These 'guidph'ries shall be kept current

through review by agency heads at least once every two years,
unless earlier review for revision is requested by the Archivist

of the United States. A copy of these guidelines and any

-

revisions theveto shall te Zwrnished to the Information Security
Oversight 0Sfice. Upon regusst, the Department of State shall
provide advice and such essistance as is necessary to effect

foreign govermment coccrdinz=zion of the guidelines. (3-404)

2. Systeratic Review Procsdures.

a. Scheduling for Systematic Review. Classified non-

permanent records that are scheduled to be retained for more
than twenty years need not be systematically reviewed but

shall be reviewed for declassification upon request. Within
sixty days of the effective date of the Order, heads of agencies
and officials designated by tﬂe President pursuant to Section
1-2 of the Order shall direct that all classified records

twenty years old or older, whether held in storages areas by the

Approved For Release 2006/04/19 : CIA-RDP86-00674R000300080027-0
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' agency or in Federal records centers, be surveyed to identify
those that require schedulﬁmg for future disposition. Such
scheduling shall bef accomplished within two years of the
effective date of ﬁie Order, (3-u401)

b. Extending Classification After Review.

(1) Foreign Government Information. Agency heads listed

in Section 1-2 and officials de'signat’ed' by the President pursuant
+o Section 1-201 of the Order may extend the classification of
foreign government information beyond 30 years, but only in

accordance with Sections 3-3 and 3-404, This authority may not

E:; —“ L e St e g

Ees

for decleszificaticn sh=’” = set at no more than ten yesar
intervals. (3-404%)

agencies listsd

in Section 1-2 and officials designated by the President
pursuant to Section 1-201 of the Crder may request from the
Director of the Oversight Office a walver of the ten-yzar
reviéw requirement for both U.S.~criginated and foreign govarn-
ment inform Zlon. Such requests shall include a personal
certification by the agency head that the classified information
for which the waiver is sought has been systematically reviewsd
as required, and that a definitive date for declassification

could rot be determined. Waivers should not be requasted unless

Approved For Release 2006/04/19 : CIA-RDP86-00674R000300080027-0
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the results of the review have established an identifiable
need to continue classification for a period in excess of
twenty additional years. Each request shall include a
recammended date or event for subsequent review or automatic

declassification. (3-401)

c. Assistance to the Archivist,

and R Voo O PR TR pU s per e i oyt ion accessioned

et

into the Naticnal Archives of the United States. Such personnel
shall:

(a) Provide guifamce =-Z assistance to National Archives
erployees in identifying a2 ssparating documents and specific
categories of information within documents that are deemed to
require continued classification; and

(b) Subnnit to the head of the agency recommendations for

continued classification that identify documents or specific

categories of information so separated.

(2) The head of the agency shall then make the deter-
minations personally and in writing required under Section 3-401
of the Order as to which documents or categories of information
require continued protection. The agency shall inform the

Archivist of the United States of this determination. (3-4)
Approved For Release 2006/04/19 : CIA-RDP86-00674R000300080027-0

[ N




Approved For Release 2006/04/19 : CIA-RDP86-00674R000300080027-0

18

d. Special Procedures. Special procedures for systematic

review and declassification of classified cryptologic information
and classified information concerning the identities of
clandestine human agénts prormlgated in accordance with the
provisions of Section 3;ﬁ03_of the Order shall be binding on

all agencies. (3-403) |

e. TForeign Relations Series. In order to permit the

editors of Foreign Relations of the United States to meet their

mandated goal of publishinz twenty years after the event,
heads of cdapartments and zzzmcies are requested to assist the
editors in the Departmert = State by facilitating access to
appropyiata classified materizls in their custody and by
expeditinz declassificazizr review of items from their files

selected Zor publication, (3-4)

D. Prorzdures for Mandatcr, Declassificaticn Review.

1. U.S.-Criginated Information.

a. Action on an Initizl Request. Each agency shall

designate, in its implementing regulations published in the

Federal Register, offices *o which requests for mandatory

review for declassification may be directed. Upon request
for declassification pursuant to Section 3-5 of the Order,
agencies shall apply the following procedures:

(1) The designated offices shall acknowledge receipt

ofAppeovedtarrtRelease 2006/04/19 : CIA-RDP86-00674R000300080027-0
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(2) Whenever a request does not reasonably describe the
information sought, the requestor shall be notified that unless
additional information is provided or the scope of the request
is narrowed, no further action will be mﬂder‘cakm. (3-501)

b. Information in the Custody of and under the Exclusive

Declassification Authority of an Agency. The designated office
shall determine whether, umier.the déclassifioation pl-‘ovisions
of Section 3-3 of the Order, the requested information may be
declassified and, if so, shall make such information available
to the reqﬁestor, unless withholding is otherwise warranted
under epolicable law. IZ =he information may not be released
in whole o in part, the mez:astor shall be given a brief
statemsm— 25 to the reasons “or denial, a notice ol the right

to appsal the determination 1o a designated agency appellate

authority (including nams, title, and address of such authority),
and a notice that such an appzal must be filed with the agsncy
within sixty days in order to be concidered. (3-501)

c. Information Classified by Agencies other than the

Custodial Agency. Wnhen an agency receives a request for inifor-

ration in its custody that was classlfied by another agency,
it shall forward the request to the appropriate agency for

review, together with a copy of the document containing the
information requested where practicable, and with its recom-

mendation to withhold any of the information where appropriate.

Approved For Release 2006/04/19 : CIA-RDP86-00674R000300080027-0
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Unless the agency that classified the information objects on
grounds that its association with the information requires
protection, the agency that received the request shall also
notify the requestor of the referral. After the agency that
classified the information completes its review (i1;1 coordination
with other agencies that have a direct interest in the subject
matter), a response shall be sent to. the requestor :Ln accordance
with the’ procedures described above. If requested, the agency |
shall also communicate its determination to the referring agency.
(3-501) -

d. ZAz-ion on Zoo==1. Tne head of an agency or a

designes shall establish zrocadures to act within thirty days
upon 211 zppeals of daniz’s of requests for declassification.
These procedures shzil prois for meaningful appellate
consideration, shall be fzrwarded to the Oversight Office for

review,and shall be published in the Federal Register. In

accordance with these procedures, agencies shall determine
whether continued classification is required in whole or in part,
notify the requestor of the determination, and make available
anv information that is declassified and otherwise releasable.

If continued classification is required under the provisions

of Section 3-3 of the Order, the requestor shall be notified

of the reasons therefor. If requested, the agency shall also

communicate the appeal determination to any referring agency.

Approved For Release 2006/04/19 : CIA-RDP86-00674R000300080027-0
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(3-5 and 5-404(c))

e. Fees. If the request requires the rendering of
services for which fair and equitable fees may be charged
pursuant to Title 5 of the Independent Offices Appropriation
Act, 65 Stat. 290, 31 U.S.C. u483a (1976), such fees may be
imposed at the discretion of the agency rendering the services.
Schedules of such fees shall be published in the Federal

Register. (3-501)

2. Toreign GCovermment Information. Except as provided

v for the declassifi-

cation cf classified doc:zemts that contain foreign government

informetion shall be prceozssad and acted upon in accordance

with ths provisions of Ssczicn

et

S

-
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as described above, including its recommendation to withhold

any of the information where appropriate. In those cases where

Approved For Release 2006/04/19 : CIA-RDP86-00674R000300080027-0 |
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IV. SAFEGUARDING

A. General. Information classified. pursuant to Executive
Order 12065 or prior Ordsrs shall be afforded a level of
protection against unauthorized disclosure commensurate with

its level of classificaticn. (u-1)

B, Gensrzl Restricticns oo Azcess.

1. Determination of Need-To=-rnow. Classified information

shall be m=22 availzblz To z z<rson only when the possessor
of the classified informzzizs establishes in each instance,

except as provided in Section 4-3 of ‘the Order, that access
is essential to the accompiishment of official Government

duties or contractual cbligations. (4-101)

2. Determination of Trustworthiness. A person is eligible

for access to classified information only after a showing of
trustworthiness as determined by agency heads based upon
appropriate investigations in accordance with applicable

standards and criteria. (4-101)

Approved For Release 2006/04/19 : CIA-RDP86-00674R000300080027-0
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C. Access by Historical Researchers and Former Presidential

Appointees. Agencies shall obtain (1) written agreements
from requestors to safeguard the information to which they
are given access as permitted by the Order and this Directive,
and (2) written consent to the agency's review of their notes
and manuscripts for the purpoéé of determining that nd classified
information is containe& thérein. A determination of trust-
worthiness is a pre-condition fo a requestor's access. If
the access requested by historical researchers and former
Presidential appointess rzziires the rendering of services
for which fair and equitsb’=s fees may be charged pursuant

to Title & of the Indspendsn: Offices Appropriations Act,

65 Stat. 259, 31 U.S.C. &33z (1376), the requestor shall be

so notifisd and the fees mzyr be imposed. (4-3)

D. Dissemination.

Except as otherwise provided by Section iOZ of the Hational
Security Act of 1947, 61 Stat. 495, 50 U.S.C. 403 (2873 &

Supp. V 1975), cl' ~sified information originating in ons agency
may not be disseminated outside any other agency to which

it has been made available without the consent of the criginating

agency. (4-403)

E. Accountability Procedures.
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to receive, transmit, and maintain current access and account-

ability records for Top Secret information. An inventory of

Top Secret docuﬁents Vshal_'L be made at least annually; however,
heads of agencies may authorize the armual inventory of Top
Secret documents in repositories, libraries, or activities Itha,t
store large volﬁmes of such informtion to be limited to documents
to which access has béeh laf_for;ied w:Ltth the past tweive months.
The Director of the Qversight Office may grant a waiver with
respect to the requirement of an annual inventory for storage
systéms involving large vcl:*.fes of information if security
measures with respect to suzh storage systems are adequate to

prevent access by wnauthorizad persons. (4-103)

9. Secrst znd ConfizZar—=iz". Secret and Confidential classified

information shall be suziect to such controls and current
accountability records as the head of the agency may prescribe.

(4-103)

F. Storage. Classified information shall be stored only in
facilities or wunder conditions adequate to prevent unauthorized

persons from gaining access to it. (4-103)

1. Top Secret. Top Secret information shall be stored in a

GSA-approved, safe-type, steel file cabinet having a built-in,

Approved For Release 2006/04/19 : CIA-RDP86-00674R000300080027-0

Loimime ome o e e KA e s e ket ara o e el w



) PR & - SR RORE 5 PSRN VPRTIRAE ¢ e 2T, SPUPIRE RIS KA OIVUOSEUIp I S YR

Approved For Release 2006/04/19 : CIA-RDP86-00674R000300080027-0

25

three-position, dial-type combination lock or within an
approved vault, or vault-type room, or in other storage facility
that meets the standards for Top Secret established under the

provisions of subsection 3 below. In addition, heads of agencies .

shall prescribe such additional, supplementary controls as are
deemed appropriate to restrict unauthorized access to areas

where such information is stored. (u4-~103)

2. Secret and Confidenti=l. Secret and Confidential information

shall be stored in a manner and under the conditions prescribed
for Top Secret information, or in a container or vault that
meets the standards for Secrst or Confidential, establishad

pursuant to the provisions of subsections 3 or 4 below. (4-103)

3. Standsxrds for Sscurity Zziioment. The General Services

Administration shall, in cocrdination with agencies originating
classified information, establish and publish uniform standards,
specifications, and supply schedules for containers, vaults,
alarm systems, and associated security devices suitable for

the storage and protection of all categories of classified
information. Any agency may establish more stringsnt standards
for its own use. Whenever nsw security equipment is procured,
it shall be in conformance with the standards and specifications
referred to above and shall, to the maximum extent practicable,
be of the type designated on the Federal Supply Schedule,

General Services Administration. (4-103)
Approved For Release 2006/04/19 : CIA-RDP86-00674R000300080027-0



Dl T el R 0 == Ee e

R WOV L e s

Approved For Release 2006/04/19.: CIA-RDP86-00674R000300080027-0

4., Exception to Standards for Security Equipment.

a. Secret and Confidential information may also be stored
in a steel filing cabinet having a built-in, three-position,
dial-type, changeable combination lock, or a steel filing
cabinet equipped with a steel lock bar, provided it is secured
by a t‘rujee—position, cihan’geabié, combination padlock approved
by GSA for the purpose.. 'I‘hé storage of Secret information in
the steel filing cabinets described above requires the use of
such supplementary controls as the head of the agency deems
necessary o achieve the degres of protection warranted by the
sensitivity of the infcrmaticn involved. (4-103)

b. For protection of bulky Secret and Confidential
materizl (for ex=/is, wsincnry containing classified com-
ponents) in magazines, soreng rooms, or closed areas, access
openings may be secured Ty changeablé "combination or key-operated,
high-security padlocks approved by GSA. VWhan kay-oparated
padlocks are used, keys shall be controlled in accordance

with subsection 6 below. (4-~103)

5, Combinations.

a. Equirment in Service. Combinations to dial-typs locks

shall be changed only by persons having appropriate security
clearance, and shall be changed whenever such equipment is
placed in use, whenever a person knowing the combination no

Approved For Release 2006/04/19 : CIA-RDP86-00674R000300080027-0
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longer requires access to the conbﬁation, whenever a combination
has been subjected to possible compromise, whenever the equip-
ment is taken out of service, and at least once every year.
Knowledge of combinations protecting classified information
shall be limited to the minimum nmumber of persons necessary for
operating purposes. Records of combinations shall be classified
no -1ower than the highest ievel of classified information to

be stored in the security equipment concerned. (4-103)

b. Equipment Out of Service. When security equipment

having a built-in combinztizn lock is taken out of service,
the lock shall be resat +o ths standard combination 50-25-50.
Combinaticn padlocks shzll == reset to the standard combination

10-20-320. (u-1023)

6. Keys. Heads of agencies shall establish administrative
procedures for the control and accountability of keys and

locks whenever key-oparated, high—-security padlocks are utilized.
The level of protection provided such keys shall be equivalent
to that afforded the classified information being pmteéted.
Under no circumstances may keys be removed from the premises.

They shall be stored in a secure container. (4-103)

7. Responsibilities of Custodians. Persons entrusted with

classified information shall be responsible for providing

Approved For Release 2006/04/19 ; CIA-RDP86-006 -
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and for locking clgssified ﬁormtion in approved security
equipment whenever it is not in use or under direct supervision
of authorized persons. Custodians shaILl follow procedures that
ensure wnauthorized persons do not gain access to classified

information. (4-103)

8. Inspections. Individuals charged with the custody of
classified information shall conduct the necessary inspections
within their areas to ensure adherence to procedural safeguards
prescribed to protect classified information. Agency security
officers shall ensure ihat periodic inspections are made to
determine whiether procedurzl safeguards prescribed by agency

regulations are in effact == 211 times. (4-103)

G. Transnittal.

1. Preparation and Receipting. Classified information shall

be enclosed in opaque imner and outer covers before transmitting.
The inner cover shall be a sealed wrapper or envelope plainly
maked with the assigned classification and addresses of both
sender and addressee. The outer cover shall be sealed and
addressed with no identification of the classification of its
contents. A receipt shall be attached to or enclosed in the
inner cover, except that Confidential information shall require

a receipt only if the sender deems it necessary. The receipt
Approved For Release 2006/04/19 : CIA-RDP86-00674R000300080027-0
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shall identify the sender, addressee, and the document, but

shall contain no classified information. It shall be
immediately signedrby the recipient and returned to the sender.
Any of these wrapping and receipting requirements may be
waived by agency heads under conditions that will provide
adequate protection and prevent access by unauthorized peﬁsons.

(4-103)

2. Transmittal of Top Secret. The transmittal of Top Secret

information shall be by specifically designated parsomnel,
by State Department diploratic pouch, by a messengar-courier
system specially created Zor that purpose, Or over authorized

secure cormumications circuaits.  (4-103)

3, Trensmittel of Secret. The transmittal of Secret material

shall be effected in the following manner:

a. The Fifty States, District of Columbia, and Puerto Rico.

Secret informetion may be transmitted within and between the
fifty States, District of Columbia,and Puerto Rico by one of
the means authorized for Top Secret information, by the

United States Postal Service registered mail, or Ly protactive
services provided by United States air or surface commereial
carriers under such conditions as may be prescribed by the

head of the agency concerned. (4-103)

Approved For Release 2006/04/19 : CIA-RDP86-00674R000300080027-0
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b. Canad:Lan Government Installations. Secret information

may be transmitted +o and between United States Govermmert
and Canadian Government installations in the fifty States,
the District of Columbia, and Canada by United States and

Canadian r'egiétered mail with registered mail receipt. (u4-103)

c.. Other Areas. Sécr_*ét infomﬁtion may be transmitted
from, to, or within areas other than those specified in
i subsections a or b above by one of the means established for
Top Secret information, or by United States registered mail
through Army, Navy, or Air Fcree Postal Service facilities
provided that the informa™ion does not at any time pass out
of United States citizen coo=rol and does not pass through
. a foreign postal system. _ransmittal outside such areas may
also be accomplishel iz sscort of appropriately cleared
personnel aboard United States Goverr‘u.nent and United States
Government contract vz .icles or aircraft, ships of the United
States Navy, civil service manned U.S. Néval ships, and ships
of U.S. Registry. Operators of vehicles, captains or masters
of vessels, and pilots of aircraft who are United States
citizens and who are appropriately cleared may be designated

as escc “ts. (4-103)

4., Transmittal of Confidential. Confidential information

shall be transmitted within and between the fifty States,

the District of Columbia, the Cammonwealth of Puerto Rico, and
Approved For Release 2006/04/19 : CIA-RDP86-00674R000300080027-0
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for higher classifications, or by United States Postal Service

certified, first class, or express mail service when prescribed
by an agency head. Outside these areas, Confidential informa-
tion shall be transmitted only as is authorized for higher

classifications. (4-103)

H.  Loss or Possible Conpronﬁ._se. Any person who has xnowledge

of the loss or possible compromise of classified information

shall immediately report the circumstances to an official
designated by the agency or organization. In turn, the
originating agendy shall bz rotified about the loss or compremise
in order that a damage assassment may be conducted and appropriate
measures taken to negate or minimize any adverse effect of such

a corpresise. An immsSizzs inguiry shall be initiated by the
agency wder whose cognizance the loss or compromise occurred,

for the purpose of taking corrective measures and approprizte

administrative, disciplinary, or legal acticr. (4-103)

I. Destruction. Non-record classified informetion that has
served its intended purpose shall be destroyed in accordance
with procedures and methods approved by the hes1 of the agency.
The method of destruction selected must preclude recognition
or reconstruction of the classified information or material.

(4-103)
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V. IMPLEMENTATION AND REVIEW

Challenges to Classification. Agency programs established to

implement the Order shall enconmage holders of classified
information to challenge classification in cases where there
is reascnable cause to believé‘that information is classified
unnecessarily, improperly, or for an inappropriate period of
time. These programs shail provide for action on such
_challenges or appeals relzting thereto within thirty days

of receipt and for noti:’ica‘:ion to the challenger of the
results. Whan requestec, zromymity of the challenger shall

be preserved. (5-404(d&))
VI. GINERAL FRIVISIONS

A. Notification. Notification of unscheduled changes in

classification or changes in duration of classification may

be by general rather than specific notice. (4-102)

"B. Posted lotice. If prompt re-marking of large quantities

of information would be unduly burdensome, the custodian may
attach a change of classification notice to the storage unit
in lieu of the marking action otherwise required. Each notice

shall indicate the change, the authority for the action, the

dasey 5 VERFF BF RiSIBa s 8% 08164 A 6P BER. RBB BR 006 TAR 60 350685035 %
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Items permanently withdrawn from such storage units shall be
marked promptly in accordance with the marking provisions
herein. However, when information subject to a posted
downgrading, upgr*adjng, or declassification notice is withdrawn
from one storage unit solely for transfer to another, or a
storage unit containing suc:h information is transferred f'pom
one place to another, the transfer may be made without marking
if the notice is attached to or remains with each shipment.

(4-102)

C. Downgrading, Dec assifisation, and Upgrading Markings.

Whenever a change is mads in the original classification or

in the dsz*es of dowmgradinz or declassification of any
dlassifia¢ information, It s=z11 be promptly and conspicucusly
marked tc indicate the cnz—zs, the authority for the action,
the date of the action, and the identity of the person taking
the action. Earlier classification markings shall be cancelled

when practicatle. (4-102)

D. Combat Operations. The provisions of the Order and this

Directive with regard to dissemination, transmittal, or
safeguarding of classified information may be so modified in
connection with conbat or combat-related operations as the

Secretary of Defense may by regulations prescribe. (4-103)

Approved For Release 2006/04/19 : CIA-RDP86-00674R000300080027-0
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E. Publication and Effective Date. This Directive shall be

published in the Federal Register. It shall become effective

December 1, 1978, ~ (6-204)

AMES B. RHOADS

Acting Chairman

Interagency Classification
Review Committee

October 2, 1978
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PROPOSAL FOR
WATVER FROM PORTIONAL MARKING REQUIREMENT

L. An AbP Jdata base will be classified as an entity
using criteria in Section 1-3. All reports from a data base
will carry the same classification and be marked in accord-
arce with Section 1-501., Text files containing paragraphs
that will be used in producing documents must be portionslly
marked.

2. Computerized data bases contain data that range from
unclassified through Top Secret. The resources reguired to
portionally mark each data Jtem, keep such a data element
curr“nt {(the classification of the data changes with circum-
guanhry and to automatically classify reports based on the
clessification of those data items is substantial. The cost
of doing this is not in the public interest.

3. Often data bases include individual items that when
processed or reported together have a higher degree of clas-
sification. The computer technology is not such that we can
identify and program all such relationships so that computer-
generated reports using such data can be properly ,classified.
The same determination used in classifying a computer data
base is used for classifying reports derived from that data
base.

4. Computoer reports are generally only disseminated in-
ternally to the Agoency and they are used for administrative
and research purposes.

5. Documents produced using data from a computer data

base will be classified under the same criteria as the data
baze.

Approved For Release 2006/04/19 : CIA-RDP86-00674R000300080027-0
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MEMORANDUM FOR: Chairman, Markings Task Force

FROM: | |
DDA Representative, Markings Task Force

SUBJECT: Control Markings

1. The Markings Task Force has been discussing the
discontinuation of the control marking, "Administrative -
Internal Use Only." The arguments for doing away with it
are substantial:

a. It has been misused a great deal; and

b. The safeguarding sanctions are not clearly
defined.

2. I have discussed the use and need of such a marking
with a number of people throughout the DDA. There is a need
to protect internal Agency information which if released
might be misused or be misleading. These papers include:

a. Management options and recommendations; and
b. Administrative planning and procedures.

3. Discussion for the need to have a positive indicator
to alert employees that a document contains such information
has been lively and interesting. Some of the arguments for
and against include:

a. Some people feel if a piece of paper is not
marked, employees will/may take it home and discuss
the contents freely.

b. Unclassified government information doesn't
need to be marked as it is U.S. Government property
and all employees should be aware of this and handle
all such material as prescribed by regulations and law.

UNCLASSIFIED When Separated
From Enclosure

Approved For Release 2006/04/19 : CIA-RDP86-00674R000300080027-0
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€. What about HR[______ |(attached), "Care and Use
of Official Data"? This regulation is under review
for revision as the current definition of "Official
Data" includes all overt material received by the CIA,
including the New York Times, library books, etc.
Those reviewing the regulation are having problems
coming to grips with the definition.

4. 1In order to provide proper control over Agency in-
ternal documents, I suggest we do one of two things:

8. Write a proper definition of "Official Data"
and get the regulation out to all employees. If a
component is concerned they may indicate on a document
"Official Data - Internal Use Only;" or

b. Develop a new control marking for documents
which

(1) reflect opinion or recommendations for
management policy; or

(2) administrative procedures.

5. The first option appeals as HR[__ |spells out
control of information in general. Sanctions are provided
whether the information is marked or not.

6. The second option implies a new marking with a new
definition. We suggest "Agency Restricted" as a marking to
meet this need. This could be defined as:

Information prepared by Agency per-
sonnel or consultants, such as that
pertaining to opinions, recommendations,
interpretations, plans or internal pro-
cedures, the disclosure of which could
prejudice, hinder or deter the Agency
from carrying out essential management
Oor administrative functions.

' 7. The intent is (1) to ensure that such information
18 only released to the public through authorized channels

and (2) to provide an environment conducive to the uninhibited
exchange of ideas. Sanctions for the improper use of an un-

classified document should follow those for unauthorized
release. (There is opposition to giving a control marking

Approved For Release 2006/04/1® :-€I1A-RDP86-00674R000300080027-0
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to documents containing national security information. We
have been relying on the classification to control these
papers. I submit that even after classifications are no
longer valid, the internal nature of some of these documents
will remain.)

8. In summary, we need at leasfgirovide a positive
indicator to control the dissemination of unclassified man-
agement information and administrative procedures.

Signed

25X1

Attachment: a/s

cc: DDO/P{
NFAC/1
DDS&T
OGC (J
DDA /08
I5AS/]
ISAS/I
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21. CARE AND USE OF OFFICIAL DATA. All Information, classified or
unclassified, received, compiled or created by the Central Intelligence Agency
{except personal copies of unclassified personnel papers) is officlal data and is
the property of the United States Government.

a. POLICY

(1)

2)

(3)

C)

(5)

1)

2)

3)

4)

All employees are prohibited from using official data for any purpose other
than in the performance of their official duties for or on behalf of the
Agency. Official data is not to be held in personal files or set aside for
personal use or benefit,

Officlal data is not to be copled or removed from the filles of the Agency
for release outslde the Agency except by those officials authorized through
chain of command by the Director of Central Intelligence.

Any employee who is served with a subpoena which may require the dis-
closure of official data to a court, the Congress, or a committee of the
Congress will promptly inform the QGeneral Counsel of the serving of the
subpoena, the nature of the information sought, and any circumstances
which may bear upon the desirability of making available the official data,
80 that the General Counsel may advise the Director. '

When not in use, official data must be kept in storage facilities which have
been approved by the Director of Security. Consequently, documents which
contain official data are not to be taken home or stored in private resi-
dences unless the use of an approved, secure facility has been authorized
in advance by the Director of Security.

In addition to the prohibition against unauthorized disclosure of official
data outside the Agency, internal disclosure of officlal data is limited to
those employees whose dutles require access to it. Employees are not to
disclose official data to those who do not need to know it, nor are they
to try to obtain official data they do not need to know.

RESPONSIBILITIES

Each individual employed by the Central Intelligence Agency is responsible
for the secure handling of official data and for protecting it against un-
authorized disclosure. Termination of Agency employment will not affect
these responsibilities.

The Director of Personnel is to ensure that all personnel processed through
headgquarters report to the Office of Security to read this regulation

the statutes referred to in subparagraph ¢ below before entering on duty
or separating from the Agency.

Chiefsof ( |installations are to ensure that al[ |

personnel not processed through headquarters read this regulation and
the statutes referred to in subparagraph ¢ before entering on duty or
separating from the Agency.

Any authorized representative of CIA who negotiates with individuals or
organizations for services is to ensure that the appropriate statutory pro-
vislons are incorporated in the Secrecy Agreement or contract. The in-
corporation may be by refercnce where feasible.

Revised: 14 November 1969 (508) P | 53
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¢. STATUTORY REFERENCES. Sections 793, 794, and 798, Title 18 of United States

Code prohibit certain activities with respect to defense information and provide
penalties for violation. Section 793 provides generally that persons who lose
defense information without reporting such loss, or gather or transmit defense
information with the intent or with reason to believe such information will
be used to the Injury of the United States or to the advantage of any foreign
nation are subject to a fine of $10,000 or 10 years imprisonment or both. Section
794 provides generally that persons who communicate or deliver or attempt to
communicate or deliver defense information to any foreign government with
intent or reason te believe such information wlll be used to the injury of the
United States or to the advantage of a foreign government are subject to
imprisonment for not more than 20 years. If this statute is violated during
wartime, the puriishment is death or imprisonment for not more than 30 years.
Both sections 793 and 794 provide like penalties for a conviction of conspiracy
to violate either section. Section 798 provides generally that persons who com-
municate or otherwise make available to an unauthorized person or pub-
lisher, or use in any manner prejudicial to the safety or interest of the United
Btates or for the benefit of any foreign government any classified Information
relating to cryptography or communications intelligence are subject to a fine
of $10,000 or 20 years imprisonment or both. hy .

Revised: 14 November 1969 (508)
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